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Providing protection
from the ground up

With reactive approaches to cyberthreats proving futile in preventing data
breaches, companies are embedding design principles into the core of their
systems and processes to give them the protection they require

Davey Winder

igital transformation and con-
Q nectivity have provided unprec-

edented opportunities for busi-
nesses and revolutionised industries as a
result. But this has come at a price as organ-
isations have now been opened up to a
growing array of cyberthreats.

Companies are under near-constant attack
and a traditionally reactive, sticking-plaster
approach to dealing with the online assault
has proved ineffective, making cybersecurity
by design a growing and crucial feature of any
organisational structure.

Introduction of the General Data Protec-
tion Regulation in 2018 has forced organ-
isations to take a more proactive approach
to cybersecurity. Previously, only strongly
regulated companies in sectors such as
insurance and banking were required to
take strict measures to protect customer
data. Now, facing hefty fines for non-com-
pliance, companies in all industries are pri-
oritising investment in cybersecurity.

However, there is still a long way to go.
Most small companies are unable to hire
security specialists because of the added
cost and enterprise-level businesses are
often hindered by legacy systems. The
result is many organisations are unpre-
pared for current cybersecurity threats and
unable to take a proactive approach to pro-
tecting their business.

Cybersecurity-by-design frameworks
advocate embedding a proactive stance
against threats into business processes.
The security team is involved in all devel-

opment processes and use their expertise
to review and provide advice on cybersecu-
rity best practice before anything is rolled
out. Implementing a security-savvy design
process into all product development and
implementation protects an organisation
from the inside out.
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It is only through an
organisation-wide
security culture and early
involvement that risks can
be successfully identified

“Security teams need to think of the
worst possible situation and then work
backwards to implement a cybersecuri-
ty-by-design process and measures that
will either stop threats or reduce the dam-
age,” says Dominik Malowiecki, chief infor-
mation security officer (CISO) at smart
home insurance provider Neos.

“Teams need to approach this from the
perspective of an outsider and check all pos-

BIGGEST CYBER THREATS TO ORGANISATIONS

Survey of US security professionals

| 48% Ransomware and/or malware
| 45% External attacks from cyber criminals
Accidental data
| 40% breaches caused
(o]

by an employee
mistake

Indicated phishing

O,
and/or spear phishing 39%

31%

Ransomware and/or malware

DDoS attacks 22%

Egress 2019

sible entries to customer data. Cybersecu-
rity should always be an ongoing process.”

Introducing a cybersecurity-by-design
framework means security becomes a pro-
active, end-to-end strategy and spans across
the entire organisation and supply chain.
Solutions are always tailored to the business,
rather than a one-size-fits-all model.

Cybersecurity is a fundamental business
practice that affects people, processes and
technology, and a core principle of imple-
menting design processes is integrating
security at the beginning of the product
development life cycle rather than just as
a feature of a product. This enables organ-
isations to model and fortify the ongoing
cybersecurity posture and build resilience
against threats and risks that are also con-
tinually evolving.

“This is an approach that should be
adopted by all,” says Inga Schorno, head
of information security at Tandem Bank.
“As a bank built on open banking, we are
a data-driven business and understand
the benefits of efficiency and productivity,
but acknowledge this must be balanced by
identifying digital risks. It is only through
an organisation-wide security culture and
early involvement that those risks can be
successfully identified and mitigated.

“Incorporating cybersecurity-by-design
principles will help to adapt to the chang-
ing threat landscape by involving informa-
tion security and risk teams at early stages
of development. Failing to see it that way
can leave you vulnerable to unexpected
threats with a rigid framework unsuita-
ble for fast response. Organisations must
cultivate a wider cyber-resilient culture
with ongoing training and adoption of the
security framework.”

It is crucial that senior management are
involved in the cybersecurity design pro-
cess. This typically begins with due dil-
igence whereby each company’s CISO or
chief information officer is involved in
agreeing the protection, access and per-
mitted sharing of data. People are often the
weakest link in security so it is important
to ensure all employees are well trained on
aspects such as cybersecurity best practice.
System designers and developers should
also be involved at the very least in the
planning and implementing stages.

Before adopting any systems, design
principles require the business to identify
what they are for, what’s needed to oper-
ate them and what risks are acceptable,
while ensuring there is no ambiguity about
responsibilities. Organisations must make
any compromise difficult by reducing the
attack surface, designing for easy mainte-
nance and making it easy for users to do the
right thing. They should make disruption
difficult by designing for scalability, identi-
fying bottlenecks and testing for high load
and denial-of-service conditions.

“Any compromises should be easier to
detect through collecting all relevant secu-
rity events and logs, making it difficult for
attackers to detect security rules through
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Hackers are searching for
vulnerabilities with the whole
nation working from home
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external testing,” says Kevin Curran, senior
member of the IEEE (Institute of Electrical
and Electronics Engineers) and professor of
cybersecurity at Ulster University. “Organ-
isations should also remove unnecessary
functionality, especially where unauthor-
ised use would be damaging, anonymising
data when it’s exported to reporting tools
and avoiding unnecessary caches of data.”

As a company that specialises in digital
due diligence, security is very important
to Neotas and its clients. As such, a deci-
sion was made early on to keep everything
in-house with a heavy emphasis on data
encryption, Microsoft SharePoint and
information resources management.

A cybersecurity-by-design framework
has been key to achieving this. Neotas
shares thousands of links around struc-
tures and has many restrictions on its
libraries, so it requires a reactive security
approach with an ability to see who has
access to what and why.

As part of ISO 27001 accreditation, Neo-
tas needed a robust system to complement
its cybersecurity-by-design framework and
help mitigate risks. A system from Torsion
provides peace of mind by enabling quick
changes throughout its architecture and
solving the problem of limited control or vis-
ibility over data access, which often leads to
security and compliance issues.

“The reaction internally has been very
positive,” says Patrick Reynolds, head of
operations at Neotas. “Users are confident
they are using a simple, secure informa-
tion security system. We have seen bigger
vendors with software that is bamboozling,
but not as effective for what we require. It’s
about finding a cybersecurity-by-design
approach that works for your business.”

Introducing cybersecurity by design into
an organisation provides a holistic set of
pragmatic guidelines which can enable busi-
nesses to consider the full remit of protec-
tion. Companies that don’t put design pro-
cesses in place to cope with the ever-present
avalanche of cyberthreats will be more open
to damaging vulnerabilities. ®
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TOP THREE APPROACHES TO
MANAGING CYBER-RISK AND
IMPROVING RESILIENCE

Global survey of risk professionals

55%

Cyber-risk is part
of our overall
enterprise risk
management and
is viewed as a key
business risk

52%

Monitor and
measure security
and availability of
systems through
continuous
vulnerability and
risk assessments,
remediation and
sharing intelligence
around cyber
threats

45%

Regular staff
information
security trainings,
awareness and
anti-phishing
campaigns
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Building a culture

with security
at the heart

With the security perimeter shifting from the
office to the home, security leaders must speak
the language of the business to build the culture
needed to protect their company and overcome
the perception they are blockers of innovation

s many employees are already, or
soon will be, working remotely,
organisations globally are imple-

menting a variety of cloud-based solutions
to support staff in adjusting to working from
home. The primary goal is maintaining close to
the same level of productivity as if they were
in the office.

However, in a world of accelerated transfor-
mation and a shifting security perimeter, com-
panies must ensure they have fit-for-purpose
security solutions in place combined with an
organisation-wide awareness programme.

Data breaches have become a lot more
difficult to detect. Every opportunity is used
by cybercriminals to gain entry, such as
phishing emails that masquerade as impor-
tant updates on topical and newsworthy
items, including COVID-19. This means the
focus now needs to be on employee aware-
ness and behaviour. If employees aren’t vig-
ilant, this can easily create vulnerabilities
regardless of how much has been spent on
security solutions.

“Tried-and-trusted methods of cyberat-
tack, such as phishing and social engineer-
ing, are still the best way of gaining access
and compromising a business, and they're
very much targeted at the individual and

of organisations claim to have
a good or complete understanding
of authentication

believe strengthening user
authentication with MFA is crucial

agree that bringing the various
aspects of identity and access
management under one solution
would greatly benefit the overall
security of the organisation

done in a frictionless way. User experience
is crucial to building a security culture and,
ifitis poor, employees will quickly find ways
to circumvent the security measures in
place. If user experience is good, employ-
ees will barely even realise those measures
are there.

Many security teams face the additional
challenge of being sidelined. While cloud
solutions offer enormous value, they also
allow line-of-business and department
heads to bypass security teams if they per-
ceive they are blockers of innovation and
productivity, and then deploy the solutions
on their own. This means the security or IT
department is no longer the automatic gate-
keeper of any technology deployed, which
can create vulnerabilities and security blind
spots they're not even aware of.

Security teams therefore face the task of
changing the perception not just of them-
selves, but of security as a whole within the
business. This requires proactive communi-
cation and raising awareness of the value and
credibility they add when they are involved. If
they fail to change that perception, and line-
of-business and department heads continue
deploying technology in their own vacuum,
it will be the security team’s problem when
something is compromised.

Similarly, in line-of-business projects,
security leaders need to position themselves
as the experts who can enable projects to be
secure by design. By positioning the security
team’s involvement as a seal of approval, the
line-of-business stakeholders can use this to
demonstrate their project doesn't expose
the business to any unnecessary risk.

“If security teams are out of the loop, then
from a top-down perspective it’s likely that
senior leaders in the business just see them
as a cost centre,” says McMahon. "This not
only increases the exposure of the business
to vulnerabilities and threats, but could also
lead to the company losing talent from its
security team. With talent in the security
sector a scarce resource right now, if secu-
rity professionals don’t feel valued, chal-
lenged and energised, they're likely to search
for acompany where they will add value.”

Business leaders are unlikely to approve
investment for something they can’t

However...

also see room for improvement
in the security behaviour of their
employees - and...

Organisations top security objectives span:

Securing data

Of the three challenges,
balancing security with
ease of use tops the list at

AR50

What is identity?

Identity is you. It is the behaviour, devices, access and
attributes that are unique to you as an individual in
the workplace. But managing identity is complex...

of organisations experience at least
one identity challenge - the average
struggles with three

47%

see the need

for large

improvements

- 75%
Securing new technologies as they are adopted

e 68%

Reducing risk

say their business has
been exposed to a risk

e 66%

Upgrading IAM capabilities

e 65%

Security leaders need
to seize this opportunity
which will elevate

their profile, change
perceptions and bring
them back to the
decision-making table

comprehend, so security leaders that talk
in a language they understand will fare
much better. It’s important to point out
that the underlying security objective
may not change, but how the organisation

perceives the value security adds will rely
heavily on how security leaders communi-
cate its business value. By translating the
value they are offering, from security lan-
guage to business language, they can get
the buy-in they need.

“That's how they can start to change how
they are perceived in the business and add
more value, rather than being considered
a blocker,” says McMahon. “Employees are
the single largest vulnerability to a busi-
ness, but the flip side is they're also the
single biggest security resource a com-
pany has. A security culture is achievable
if employees are educated and made aware
of why it's important.

“Security leaders need to seize this oppor-
tunity which will elevate their profile, change
perceptions and bring them back to the deci-
sion-making table. At LastPass, we work with
companies to achieve that culture and pro-
tect their business in a more sustainable and
evolving way.”

due to poor IAM

LastPass by LogMeln eBook: The Guide To Modern Identity, 2019

Organisations realise identity manage-
ment is no longer their core competency
given the variety of on-premise and cloud
services employees and partners have and
need access to. And with the high proba-
bility that the workforce will be based away
from the office for the foreseeable future,
on-premise identity management solutions
are not reactive enough to scale to meet the
needs of a dynamic business. They need to
work with a company that has identity man-
agement as a core competency.

“Many people are familiar with LastPass
from a personal user perspective,” says
McMahon. “In the corporate space, LastPass
offers a compressive identity management
solution combining enterprise password
management (EPM), single sign-on (SSO) and
multi-factor authentication (MFA).

“"EPM goes a long way to eliminating pass-
word reuse, providing admins with detailed
reports and policy controls, and employ-
ees with a secure vault accessible across all

devices and browsers, which creates and
stores strong, unique passwords for immedi-
ate use when required.

“For applications that are high use by a
large portion of the organisation, leveraging
SSO to put all the applications behind a single
login window is best practice. And leveraging
MFA adds an additional security layer that
prompts users to validate they are who they
claim to be. This can be done in a number of
ways, such as via biometric request or other
push notifications. This is all contained within
one platform, so companies that come to
LastPass can enjoy a complete identity as a
service, or IDaaS, solution from one vendor.”

For further information please visit
www.lastpass.com/identity

LastPass eee| v

what that individual knows,” says Barry
McMahon, senior international manager at
LastPass by LogMeln.

“That's not to say the problem is between
the seat and the keyboard as there is an
onus on the business to make sure they put
the right tools, processes and procedures
in place. Unfortunately, that’s where many
companies stop. The real value is realised
when an organisation-wide culture of aware-
ness and appreciation for security is aligned
to existing solutions and processes.

“To build a security culture, you need to
communicate with employees in a language
they understand which, for the most part, is a
non-tech language. Try to make it relevant to
their personal life and then, by association,
address the relevance to the business.

“"Companies need to shift from a few
employees doing a lot, to a lot of employees
doing a little, and then continually improv-
ing on that and measuring the improvement
along the way. If you can’t measure it, how
can you demonstrate you are adding value by
reducing the risk profile of the business2”

Whether an employee is working from
the office or remotely, the best security
approach is to manage their digital iden-
tity and access methods as they login to
the resources they need. But this must be

Changing hearts ©

and minds

One of the greatest challenges enterprises face
in safeguarding their business is encouraging the
right behaviours among their employees

O Pinsent Masons

nternationallaw firm Pinsent Masons
has developed a human-centric
approach to security to help pro-
tect the future of the organisation through
education, transformation and trust.

Central to this approach has been an
acceptance by the firm that people will typ-
ically be more interested in safeguarding
their own digital lives than the company they
work for. Rather than challenge this mindset,
Pinsent Masons has sought to tap into it to
develop behaviours that benefit the business
as well as employees in their personal life.

An area where the mindset is most evi-
dent is passwords. Remembering numer-
ous passwords, or having to change them
frequently, can not only be frustrating to

staff, but often counterintuitive to security
if people write them down or only change
them slightly each time.

Recognising this, Pinsent Masons turned
to LastPass’s enterprise password manage-
ment (EPM) solution to ensure its employees
had a secure way of storing their passwords
in a vault that requires just one password to
be accessed.

Our ultimate goal is to
ensure our people are
at their most secure
wherever they are

To bolster Pinsent Masons’ vision to enable
staff to follow this way of working, LastPass
has provided each employee with a per-
sonal LastPass Premium account for use in
their personal lives alongside the enterprise
installation. This is key to encouraging the
right behaviours.

“Our ultimate goal is to ensure our people
are at their most secure wherever they are,”
says Christian Toon, chief information secu-
rity officer at Pinsent Masons. “"With LastPass,
we've been able to procure an enterprise
password manager that has given a personal
benefit to our employees as well as value to
our firm. The onboarding LastPass provided
has also been excellent.

“Password managers are still quite new
to many organisations, so culture change is
required to bring people on board. LastPass
has been supportive in resource, but also in
personnel and content to help us get those
hearts and minds where they need to be.”

Another major threat vector in the legal
sector is phishing, which firms such as
Pinsent Masons have historically tackled
by measuring click rates on suspect emails.
Pinsent Masons was seeing little results from
the approach and the perception among
employees that the security team is trying to
catch them out can perpetuate a divide.

In 2017, as part of their efforts to build a
human-centric security culture, Toon and his
team decided to flip the approach by instead
urging people to report suspicious emails
and measuring based on that. To encourage
employees to feel confident and comforta-
ble in reporting such emails, they embraced
gamification by producing league tables show-
ing which departments were the most prolific.

“Our reporting has gone through the roof
because people are now more aware,” says
Toon. "It's a great example of how changing
our language and approach can have a huge
benefit. The culture we've built means people
feel safe and comfortable talking about secu-
rity, escalating it and allowing us to deal with it.

“That’s helped no end not just in terms of
security, but also our reputation internally.
We're no longer seen as blockers or the sales
prevention team or the people who say no.
We're an integral part of the firm’s growth
because the business can continue doing
what’s needed to support clients and we
know they're doing it securely because we're
involved in those conversations.”

Human-centric security is the growing trend
within many verticals. And while digital trans-
formation brings new technology and greater
productivity, some risks haven’t changed, such
as phishing and social engineering.

“Our human-centric security policies are
all about making security work better with
and for people,” says Toon. "It's very much
front and centre of our employees' lives when
they're at work and when they're at home.
Fostering the right behaviours and continuing
on this human-centric journey with LastPass
has reduced the risk to our business in a way
that benefits everyone. It’s a win-win.”


https://www.lastpass.com/products/identity
https://lp.logmeininc.com/LP_Global_Whitepaper_The_Guide_to_Modern_Identity_TY.html
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Consumers are increasingly concerned about how
their personal information is used by organisations,
and what measures are in place to protect their data.

PUBLIC PRIVACY
& PROTECTION

MOST USED PASSWORDS

Analysis of breached accounts worldwide

But when it comes to their own cybersecurity, many
still don't know how to protect themselves online, and
are using unsophisticated passwords that won't prove
much of a test for your average cybercriminal

CYBER PROTECTION AWARENESS

Whether UK consumers think they know how best to protect themselves from harmful
cyber activity

MOST USED NAMES MOST USED FICTIONAL l
=T l\

23.2m 432,276 333,139

123456 ashley superman

MOST USED IN TOTAL MOST USED PREMIER MOST USED

LEAGUE TEAMS MUSICIANS

7.7m 425,291 242,749

12345689 michael naruto

368,227 237,290

daniel tigger

23% 7% 1% 15%  53%

Not very much Nothing at all N/A A great deal A fair amount

National Cyber Security Centre 2019

3.6m 59,440

password manutd

324,125 226,947

jessica pokemon

PERSONAL INFORMATION
CONSUMERS CARE ABOUT THE MOST

Survey of consumers across France, Germany the UK and United States

3.1m 46,619 78%

11111 everton Financial/banking data

308,939 203,116

charlie batman

75%

Security information

National Cyber Security Centre 2019 70%

Identity information

63%
i

of global consumers say most
companies aren’t transparent
about how their data is used

58%

say they are comfortable with
relevant personal information
being used in a transparent

and beneficial manner

Salesforce 2020

54%
7

say most companies don’t
use data in a way that
benefits them

48%

have stopped buying from a
company or using a service
due to privacy concerns

61%

Medical information

57%

Contact information

RSA 2019

HOW CONSUMERS PROTECT THEMSELVES ONLINE

How regularly, if at all, UK consumers do the following

y
. Always . Often . Sometimes Rarely Never @ Doesn’t apply/don’t know

Use password/ passcode/PIN to unlock smartphones or tablets

Use a strong and separate password for main email account

Manually lock screen or set computer screen to
automatically lock when stepping away

Install the latest software and app updates
once you notice that they are available

Check emails, texts or social media messages, including
those from known contacts, to see whether they are genuine

Back up your most important data

Turn on and use two-factor authentication
(2FA) for your main email account

Report any phishing emails by hitting the spam or 'report phishing' button

Save passwords using a password manager on smartphone or tablet

Save passwords for websites when given the option
in the web browser (i.e. Google, Firefox, etc)

National Cyber Security Centre 2019

CONSUMER INCENTIVES FOR
SHARING PERSONAL DATA

How likely UK consumers would be sharing their
personal information in exchange for each of
the following incentives

7// Unlikely Likely

Retail Economics/Womble Bond Dickinson 2019
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How to stop
CISO burnout

High levels of stress, an industry skills crisis
and heavy workloads are just some of the
reasons why some cybersecurity leaders are

feeling overwhelmed

Cath Everett

n eye-popping 81 per cent of exec-
o utives in a chief information secu-
rity officer (CISO) role in the UK
feel burnt out, with nearly two thirds think-
ing of either leaving their job or quitting the
industry altogether, according to a report
by Goldsmiths, University of London.

The number-one cited source of stress is
the need to comply with regulations, such as
the European Union’s General Data Protec-
tion Regulation, with two out of five respond-
ents worried about being held responsible in
the event of a security breach.

But there is also deep concern about
everything from skills shortages and the
size and complexity of IT environments to
the ever-growing volume of threats.

Sowhatisgoingonhere? Are things really
as bad as they would appear, with those in
the CISO role on the verge of a mass walk-
out? Or are they simply being melodramatic
and overreacting to the everyday pressure
that comes with a high-level position?

For Amanda Finch, chief executive of the
Chartered Institute of Information Security,
neither scenarios ring true. While she is scep-
tical that the levels of stress burnout and dis-
affection are quite as bad as the figures would
suggest, she believes people are undoubtedly
feeling stretched and require more support.

“The situation’s definitely not great,”
says Finch. “Most CISOs are stressed and

are working at very high levels, so if they’re
not burnt out, they’re probably working
towards it. There’s certainly a big problem
there and this report is highlighting that.”

However, she adds that most CISOs are
very committed to what they do, which
means more than anything she views
the findings as a “signal of their frustra-
tion and desire to be heard as it’s a very
challenging role”.

Anthony Young, director of information
security specialist Bridewell Consulting,
agrees. While he believes most people in
the CISO role are unlikely to switch career
paths entirely, the frustration they expe-
rience does tend to lead to a “fairly high

66

Most CISOs are stressed
and are working at very
high levels, so if they’re
not burnt out, they’re
probably working
towards it

degree of churn” in the hope that life will
be better elsewhere. It’s a scenario that can
prove expensive in recruitment terms for
their employers.

“The job of the CISO is extremely stress-
ful, especially considering the cyberthreat
landscape, theriskofattackand theincreas-
ing sophistication of cyberattackers,” he
says. “However, the CISO’s job is made even
more stressful by a lack of budget and sup-
port at board level.”

Both are imperative if security bosses are
to be in a position to build the team they
need around them and to implement an
effective risk-based strategy supported by
adequate tools and policies. But the prob-
lem is all too often organisations bring
CISOs in to “appease regulators, share-
holders and customers without granting
them the necessary power of mandate and
resources” to perform their role adequately,
says Young.

This situation is also not helped by the
cybersecurity industry’s skills crisis, cou-
pled with alack of desire, in some instances,
to pay the high sums necessary to hire
scarce expertise. While such skills gaps are
undoubtedly worse in areas where special-
ist technical know-how is required, such as
penetration testing or cloud security, the
difficulties involved in finding experienced
talent are across the board.

As a result, most CISOs have vacancies
in their teams they struggle to fill, which
simply adds to the pressure of them having
to be both constantly available and being
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Human error puts

companies at biggest
risk of data breach

Data breaches are far more likely to be caused by an employee
sending an email to the wrong person than a malicious outsider,
leaving companies focusing on the wrong area

ear of suffering a data breach is
G now one of the top issues that keep

board directors awake at night. High-
profile cyberattacks on major brands, such as
British Airways, Tesco and TalkTalk, have not
only come at a significant financial cost, but
also caused great reputational damage.

As a result, investment in the best cyber-
security solutions to prevent such attacks
will exceed $1 trillion by 2021, according to
analyst firm Gartner.

The last couple of years have seen the
number of data security incidents reported
to the UK Information Commissioner's
Office (ICO) increase by 75 per cent as com-
panies were getting their house in order
for the European Union’s General Data
Protection Regulation (GDPR).

Yet a huge 88 per cent of them were not
the result of deliberate cyber incidents, but
rather simple human error. More than a third
were security incidents relating to data being
emailed, posted or faxed to an incorrect
recipient by mistake.

“Malicious cyberattacks are certainly an
important area, but the biggest risk is actu-
ally within organisations and it is worryingly
overlooked,” says Dean Sappey, president
and co-founder of DocsCorp, a software firm
for document professionals.

“Organisations have a huge amount of
document-based information in the likes of
Microsoft Word, Excel and PDFs, and infor-
mation is commonly being sent out to cus-
tomers, partners and so on. That's where it's
far easier for information to be sent to the
wrong people, not from any sort of fraudu-
lent activity, just accidentally sending it to
the wrong person.

“We've all done it; put in the wrong email
address and the moment vou hit send it's

too late. You can send another email asking
the person not to read it, but that’s almost
guaranteed to have the opposite effect. We
work with thousands of law firms, account-
ants, corporations and government depart-
ments that communicate a lot via email and

Malicious cyberattacks
are certainly an
important area,

but the biggest risk

is actually within
organisations and it is
worryingly overlooked

the chances of sending to the wrong person
are huge. How do we make that process more
reliable and accurate¢”

The issue is not only preventing employees
from sending emails to the wrong person,
but also removing hidden metadata in docu-
ments. Track changes in Microsoft Word doc-
uments are commonly still present in the file
even if you can’t see them.

Famously, this landed Tony Blair’s govern-
mentintrouble when areview of the metadata
in the Irag War dossier revealed that much of
the content had come from a US researcher
and was not in fact new information.

A geotagged location is another piece of
data that people are often unaware is hidden
in a digital photograph they send to others,
showing the exact place where it was taken.

DocsCorp’s software provides integration
with some systems to check automatically if
a person who is being emailed is allowed to
receive that message or document based on
the particular role of the sender within the
organisation. The software is also able to look
at all the metadata inside documents and
enables companies to set up policies always
to remove, for example, track changes and
geotagging information before being sent.

“It's not difficult to implement; it just takes
the willingness of the organisation to ensure
this massive area of potential leaks is covered,”
says Sappey. “Rapid developments in technol-
ogy mean it is constantly getting easier and
easier to press one button and suddenly lots of
information is collated and sent out. The intro-
duction of the GDPR makes something that was
previously just embarrassing for a company
now significantly damaging financially.

“The cost of implementing a solution to
eliminate the issues of human error and
hidden metadata is a small fraction of what
you spend on a copy of Microsoft Word or
Windows, and entirely minuscule compared
to what you face if you suffer a data breach
and are fined by the ICO.”

For more information please visit
docscorp.com

2 DocsCorp
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CYBERSECURITY OVERLOAD

Survey of cyber professionals in the UK

81%

Feel burnt out

54% 60% 51%

Have considered leaving the cyber industry

Think about quitting their job

Feel set up for failure

55% 40% 77%

Afraid they would be fired if a breach happened on their watch
Have rushed when assessing a threat due to work overload*

Concerned they will be held personally liable for a breach

*Average answer for respondents across the UK, Germany and France

Goldsmiths/Symantec 2019

held accountable for situations that are not
always under their control.

Therefore, to try to address the issue and
help those in a CISO role “get off the mer-
ry-go-round”, Finch recommends widen-
ing the potential talent pool beyond trained
individuals, who can hit the ground run-
ning from day one.

Instead she suggests targeting people
with transferrable skills, who could benefit
from cross-training. An example includes
reskilling individuals with analytical
expertise, such as business analysts and
project managers, as risk managers.

Another potent means of helping to
reduce workloads and take the pressure off
is for the board to sponsor, and invest in,
security awareness training for the work-
force as a whole to make it clear that every-
one, not just the CISO, is responsible for
organisational safety.

Azeem Aleem, vice president of con-
sulting at NTT Security, explains: “It’s
about everyone working with the CISO
to protect the organisation. Otherwise,
security controls are bypassed as peo-
ple see them as a hindrance, and so they
unwittingly make themselves and the
organisation vulnerable.”

But just as vital is that senior executives
and those in the CISO role find ways to com-
municate with each other more effectively.
For members of the board, this involves
explaining what they need to know and
helping their CISOs to express security risks
in more of a business and operational risk
context, not least to understand the support

they require.
For CISOs, on the other hand, it is less
about discussing individual security

breaches and more about clarifying how
such incidents could affect the business, its
ability to function and the bottom line. It is
also important to explain how cybersecu-
rity can act as a business enabler.

Haroon Malik, cybersecurity consultant
and strategist, explains the rationale: “It’s
about digital trust. If cybersecurity is inter-
twined with new product development, cus-
tomer trust is heightened. Ten years ago,
people didn’t care, but some companies
won’t do business with you now if you can’t
prove you're taking security seriously.”

Once CISOs can carve out some space and
move beyond their usual firefighting mode,
it frees their time up to develop a more stra-
tegic risk-based approach to activities, thus
creating a virtual circle.

As Aleem points out, even though there
will never be such a thing as 100 per cent
security, CISOs are currently made liable
and accountable for securing everything
in the organisation, which results in high
levels of stress as they attempt to mitigate
every risk.

But he concludes: “It’s much more effec-
tive to adopt a risk assessment approach.
The idea is that if you can identify your
crown jewels, you know what to protect and
where to focus your budget. If you don’t, you
just end up running around like a headless
chicken and that's way burnout lies.” ®

_orivion

‘There is no time like the
future and, ultimately, it
is in our hands’

esilience is at the heart of infor-
e mation security. As threats

adapt and evolve and we accept
that systems will be compromised, it
is no longer enough just to have strong
defences in place. The sophisticated
tools and techniques of threat actors will
find a way around them. Organisations,
their security architecture, systems, pol-
icies and strategies need to be resilient,
able to cope, recover and, most of all, to
learn from incidents.

Our sector as a whole needs to be
resilient; human skills and expertise
are at the heart of this. We must attract,
recruit and retain the talent and skills
to tackle new and emerging risks and
challenges. We must also embrace

MOST IMPORTANT ELEMENTS
OF A SUCCESSFUL CYBER-
RESILIENCE APPROACH

Findings from the latest Infosecurity
Europe Twitter poll in February, drawing
nearly 7,000 responses

40,

of respondents said human skill and
expertise was the most important
element

22

said implementing best practice

20,

said governance and compliance

diversity in all its forms to find, nur-
ture and train professionals.

It is the responsibility of every organ-
isation to drive inclusivity and diversity
in the industry. We should look beyond
the traditional routes into information
security and think about other transfer-
able skills and attitudes that can offer so
much. These include broader business
skills, such as the ability to negotiate,
financial acumen and leadership skill,
that are increasingly needed as part of
amodern-day security team.

It also includes skills from outside
the industry, so it is encouraging to see
organisations starting to recruit more
people from sectors like healthcare, the
emergency services, design and gaming.

But resilience goes much further than
this. We, as infosecurity professionals,
need to be resilient ourselves, develop-
ing new skills and, on a personal level,
being resilient to the pressures and
stress currently facing our industry.

Employee mental health and well-
being should be an essential consider-
ation for all employers and be part of
company culture and organisational
values. But perhaps we could do more
in an industry that is faced with grow-
ing cyberthreats, longer working hours
and individuals often having to make
up gaps left by under-resourced teams.
It’s clear from what we are hearing
from our community of chief informa-
tion security officers that infosecurity
professionals are under more pressure
than ever before.

But with challenges come oppor-
tunities. The industry is undergoing
a huge transformation as it embraces
new and emerging technologies, such
as quantum computing, data analyt-
ics and artificial intelligence tools,
which can play a key role in enhancing
the capabilities of security systems to
identify and mitigate risks, and ease
the pressure on security teams.

As an information and cybersecu-
rity community, we can help to keep
our world safe and unlock more of the
good things that technology prom-
ises and delivers. There is no time like
the future and, ultimately, it is in our
hands. But this goes beyond just the
information security industry and
out to a wider group of individuals
and organisations.

By working together, companies,
governments, industry bodies, aca-
demia, suppliers and other stakehold-
ers can share their knowledge and
intelligence, learn from each other
and get ahead of cybercriminals. This
need to collaborate and share knowl-
edge has never been more important as
new kinds of threats emerge from new
breeds of attackers, and we need to stay
one step ahead.

Resilience is our conference theme
this year, addressing the most relevant
and decisive factors in information and
cybersecurity in the next five years.

By building resilience across the
industry, we can move towards a more
secure world and a more secure future. @

Nicole Mills
Exhibition director
Infosecurity Group
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Fighting threats
from all sides

In an era when cyberthreats are constantly evolving and all
business leaders must be security experts, what role should each
member of the C-suite play in protecting the business?

Davey Winder

CEO

Chief executives are accountable for the
whole company and its performance. They
set the tone and pace for the full breadth of
the corporate approach to its market and
environment. The right cyber approach by
C-level positions not only protects the busi-
ness from threats, both financially and rep-
utationally, but can also create value in the
eyes of customers, stakeholders and peers.

Cybersecurity is only important to an
organisation if the CEO and board make it
so. CEOs must create a culture of security
within the business and invest their per-
sonal time and resources to back up their
words and promises. They must ensure they
are kept up to date with critical cybersecu-
rity concerns and are knowledgeable of the
issues and associated opportunities.

“It is essential CEOs elevate the chief
information security officer to a position
of prominence with authority, and under-
stand their cyber-risk aperture by baselin-
ing against industry best practices,” says
Mark Testoni, CEO of SAP’s national security
arm SAP NS2. “In addition, they should cre-
ate and fund a plan to get the company where
it needs to be in terms of cybersecurity.”

COoO

Traditionally the second-in-command
leader among C-level positions, chief oper-
ating officers are focused on operations and
business efficiency. They play a central role
atthe heart of abusiness and therefore need
to play a central role in ensuring it is pro-
tected from threats.

The COO needs to be asking the hard ques-
tions and recognising that unquantifiable
cybersecurity risk is negligence. They need to
reject fallible, sub-par solutions and instead
look to incorporate new and innovative
approaches, for example moving away from
traditional, reactive responses to cyberse-
curity that often fail businesses and instead
looking into more proactive moves that really
embed security principles into processes.

The COO must work with different lead-
ers across the company to ensure all parts
of the business are working together to
deliver the same goal, not only protecting
the business from damaging threats, but
also building positive differentiation from
its competitors.

“With companies increasingly aware
of the cyber-risk introduced by partners
and suppliers, creating a digitally pure

enterprise that can confidently boast risk-
free sharing of business information is
immensely valuable, and that’s where
the COO can play a crucial role,” says Dan
Turner, CEO at cybersecurity firm Deep
Secure. “Any business that can establish
a track record for guaranteeing its users,
partners and customers access to clean,
threat-free business content and services
will differentiate themselves in today’s dan-
gerous cyber landscape.”

CFO

While chief financial officers don’t nec-
essarily have to understand the full tech-
nical aspects of cybersecurity, they must
be aware of the financial risks associated
with the ever-increasing number of cyber-
threats. The importance of this is empha-
sised by the harsh penalties which can
potentially be given as a result of Gen-
eral Data Protection Regulation (GDPR)
non-compliance: up to €20 million or 4 per
cent of annual global turnover. This serves
as a real threat to any C-level positions and
puts it firmly on the CFO’s radar.

Given that any data breach could seri-
ously impact the reputation of an organi-
sation, it falls to the CFO to ensure organ-
isations are not only compliant with
regulations, but also well protected. These
risks must be taken into account when the
CFO is advising on growth and cost-sav-
ing initiatives. Therefore, they must work
closely with cybersecurity professionals
to understand the risks, ensure that any
proposals take into account cybersecurity
implications and lend all reasonable sup-
port to any initiatives aimed at protecting
the business.

“In a modern organisation, there is an
ever-evolving overlap between cybersecurity
and financialrisk,” says Mark Blakemore, CFO
at Compleat Software. “As a result, I believe
the relationship between CFO and chief infor-
mation security officer is an increasingly
symbiotic one. While a CISO can present the
risks and work in a more technical fashion, a
CFO can also help improve security by assist-
ing in translating risks into a language better
understood by senior leaders.”

CMOs and their marketing teams man-
age confidential data so must understand
the principles of cybersecurity as part
of their responsibility to be compliant
and responsible for where information is
stored, how it is managed and whether it is
being used in a secure way.

The rise of marketing technology, or
martech, has seen emerging innovation,
including social media, design, email mar-
keting and automation apps, become the
norm for marketing campaigns, which
presents an opportunity to hackers. Of
all C-level positions, CMOs must have the
strongest security awareness of how tech-
nology is used in the business.

“Working collaboratively alongside their
C-suite colleagues, CMOs should ensure
the right cybersecurity technology is
implemented to protect the organisation
and its customer data, and help the busi-
ness achieve its goals,” says Faye Eldridge,
head of demand at Doherty Associates.
“CMOs can also advocate better cyberse-
curity practice within the organisation by
providing marketing communications on
cybersecurity awareness to employees.”

CMO

Technology is a firmly established part of
marketing and customer experience. The
role of chief marketing officers is rapidly
changing and technology is becoming more
deeply embedded in their responsibilities
as they drive digital transformation within
the organisation. Therefore, it is essential
they fully understand the ongoing dangers
of cybersecurity and GDPR.

CRO

The chief revenue officer is responsible for all sales generation across
the company and this includes the processes business development
teams adopt. It puts the CRO in a similar boat to the CMO, ensuring
sales staff are aware of their responsibilities to be GDPR compliant
when attempting to acquire leads and applying basic security prac-
tices to their outreach.

To protect companies from cyberthreats effectively, CROs must
foster a culture of security and accountability among the sales team.
Cybercriminals are always finding new ways to attack businesses,
exploiting vulnerabilities in technology and the humans who use
it. As a result, CROs need to be multidisciplinary. While this doesn’t
mean deep expertise, it does require a deeper awareness of the nature
of cyber-risks and how they can be addressed.

“In today’s threat landscape, businesses must go beyond estab-
lishing baseline protocols to create and maintain a secure environ-
ment,” says Adam Philpott, Europe, Middle East and Africa president
at McAfee. “The key to achieving cyber-resilience within an organi-
sation is collaboration and understanding across the board. C-level
positions and cybersecurity experts need to find a common data-lan-
guage to understand the risks and how to adapt to manage them.” ®

RACONTEUR.NET@—G

Mass-automated bots cause attack peaks across all industries

The second half of 2019 recorded several of the highest attack rates of the year
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Battle of the networks

Rebekah Moody, director, Fraud and Identity at LexisNexis® Risk

Solutions, reveals the latest insights from the firm’s Cybercrime Report
and how its Digital Identity Network® is helping to fight an increasingly
interconnected network of fraudsters

Q Your biannual Cybercrime Report
is always highly anticipated due
to the volume of transactions you
process. What trends caught your
eye in the latest report?

We process more than 35 billion
online transactions a year globally
so that gives us a really interesting per-
spective on what’s going on in the world
of cybercrime. Our latest report, which
covers the period between July and
December 2019, shows quite a significant
tipping pointin terms of the platforms that
fraudsters target. Four years ago, mobile
devices made up about 20 per cent of our
network traffic. In the latest report, it's
about two-thirds. The shifting consumer
behaviour from desktop to mobile has
clearly been happening for a long time,
but there were always more attacks on
desktops than on mobile. That's partly
because the volume was slowly shifting,
but also partly because fraudsters tradi-
tionally saw desktop transactions as an
easier target because mobile transac-
tions are set within the often more secure
framework of a mobile app, with the likes
of fingerprint biometrics, for example.
In the last six months of 2019, however,
mobile attacks outpaced desktop attacks
by volume for the first time.

A

Q Mobile usage has exceeded desk-
top for some time now. Why is it
only just recently that fraudsters
have decided to target this plat-
form more than desktop?

One of the reasons it happened in
this period is because we did see a
big growth of global bot attacks primar-
ily targeting mobile app registrations, so
it might be that in the first six months of
2020 we see those attack volumes edge
back towards desktop again. However,
a mobile bot attack, in itself, indicates a
clear shift in fraudsters' approach. We've
seen big, automated bot attacks in the
network consistently over the last few
years and the fact that fraudsters are now
using bots to target mobile applications
indicates a change in their behaviour.

A

Q What does this mean for organ-
isations and how they approach
cybersecurity?

Any one individual solution can even-
tually be broken by fraudsters, but
layering up multiple tools together is a really
good way to protect organisations and their
customers. Most organisations have been
thinking about mobile security foranumber
of years now, but there are some evolving
technologies that are really interesting, par-
ticularly in the context of regulation. One
of the most innovative emerging technolo-
gies at the moment is behavioural biomet-
rics. That doesn't refer to fingerprint or iris
scanning, but rather identifying high-risk

A

Rebekah Moody
Director, Fraud and Identity
LexisNexis® Risk Solutions

behaviour from the way users interact with
their devices. On mobile, this could mean
the way they swipe, hold their phone or
touch their screen. All these pieces of infor-
mation can be combined to understand
and identify risk, and be used in the future
as one component of a strong customer
authentication workflow to support the
second European Union Payment Services
Directive (PSD2).

@) What have you been able to learn
about the way fraudsters operate?
Last year we started tracking indi-
vidual fraudsters using their digital
identity and we found they were operat-
ing across multiple organisations within
our network. In our latest report, we took
our analysis a step further by visualising
the pattern of when a device that had
been associated with a confirmed fraud
event at one organisation had then been
seen at another organisation. By con-
nectingthese events, we were able to see
this huge network of interlinking fraud-
ulent activity. We broke those networks
down into specific smaller networks
that we see operating across particular
regions or industries. The global net-
work we mapped out had around 73,000
devices that were associated with a
fraudulent event at one organisation and
then recorded at another. During just a
one-month period, those transactions
amounted to more than $40 million of
monetary exposure to this network of
cross-organisational fraud. It feels like
if they can work in that kind of advanced
and interconnected way globally, they
must have a very advanced set-up and
process. This networked concept of
fraud was a real eye opener.

A

Q How is LexisNexis Risk Solutions
helping companies deal with this
network of fraudsters?

It takes a network to fight a net-
work and so we are building that
through what we call the LexisNexis®
Digital Identity Network® which is a
crowdsourced repository of digital iden-
tity intelligence harnessed from these
billions of global transactions. With each
transaction we can look at numerous
pieces of information, such as the device
integrity, location data, user behaviour
and whether there is any threat intelli-
gence associated with the online trans-
action. Fromall these insights we are able
to build a digital identity for each user
and our technology can then flag if any
activity seems inconsistent or unusual.

We are using all of the individual
components of someone's digital iden-
tity, stitching them together and using
that as a baseline to analyse and under-
stand whether transactions are high
risk or trusted. On top of that there are
many other components we layer in for
additional security. We have numerous
physical identity solutions that custom-
ers can use, either in know-your-cus-
tomer, or KYC, requirements or to verify
the physical identity of a user, as well as
a decision platform, which incorporates
machine-learning tools and advanced
behavioural analytics to better model
fraud risk. We're then developing new and
innovative solutions such as behavioural
biometrics, which we recently launched,
tolayerin additional data about how users
interact with their devices.

This holistic solution allows us to
detect the macro attacks, like automated
bots, as well as the individual attacks
on customer accounts, and even social
engineering attempts. A key challenge

A

for financial institutions at the moment
is fraudsters targeting customers by
calling them, impersonating the bank,
playing on their fears by saying their
account has been hacked and then
gaining remote access to steal from
them. Our system can help organisa-
tions detect if this is happening and
help them block high-risk behav-
iour before it jeopardises good user
accounts. The ability to compare the
physical identity of a user with the dig-
ital identity and behavioural informa-
tion provides a layered solution to pro-
tect organisations and their customers.

Mobile attacks outspace desktop
for the first time

Transaction
processed

Attack volume

Growth in mobile apps
attack rate YOY

Q How do you foresee the cyber-
threat landscape continuing to
evolve in the coming years?

We will continue to see this macro

to micro trend where attacks are
happening on a mass scale, but also
an individual scale. That means more
mass-scale, global attacks happening
across country borders and industries
as fraudsters look to maximise their
success. In addition, we are likely to
see more social engineering attacks,
a popular tactic with cybercriminals
who often target vulnerable people
less likely to detect what is occurring.
Being able to identify attacks across
this very broad spectrum is impor-
tant. Fraudsters will always look for the
lowest common denominator to attack
and generally the customer will be the
weakest link in the chain, so it's crucial
organisations implement the solutions
that really enable them to protect their
end-users from the effects of fraud.

A

For more information please visit
www.risk.lexisnexis.com/
cybercrime-report
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Culture triumphs

in the race to deal

with data privacy

As executives learn to distinguish between data security and privacy,
they should build a culture that ensures sensitive information is
controlled and handled appropriately

ata privacy has climbed the
boardroom agenda in recent
years as executives are

increasingly alarmed by high-profile
examples of companies that have suf-
fered breaches, resulting in exposure
of their customers’ sensitive, person-
ally identifiable information.

The last ten years have seen enor-
mous data growth. According to ana-
lyst firm IDC, the amount of data in the
world more than doubled every two
years throughout the decade to reach
around 40 trillion gigabytes this year,
and the rate of growth will continue to
accelerate. During that time, the data
organisations hold has become some-

“If somebody breaks into your organ-
isation and steals last week's lunch
menu, nobody cares. If somebody
breaks into your organisation and steals
all your partners' and employees' data,
suddenly it makes a headline. Although
people have done a pretty decent job
at data security, the pace at which
external and internal bad actors can
steal data has outpaced what you can
do from a security standpoint.

“New regulations are now forcing
organisations to recognise that some
data is different and breaches occur
because of the speed at which sensi-

thing they add to their balance sheets
and leverage to support their overall
valuation as a business.

The 2010s was also the decade
many companies lost the trust of cus-
tomers because of the way they han-
dled, or mishandled, their sensitive
data. Introduction of the General Data
Protection Regulation (GDPR) prompted
many people to recognise digital ver-
sions of themselves are for sale.

Yet while these issues certainly saw
data privacy appear on the board’s
radar, organisations still fail to distin-

Approaching data
privacy in the right way
requires a culture shift
driven from the very top
of the business

guish between data privacy and data
security. Companies have been discuss-
ingand purchasing solutions to deal with
data security for many years now, but
understanding the difference between
security and data privacy could help
them see why, despite their large invest-
ments, breaches continue to occur.

“When boards start to discuss what
their data privacy programme is, the
answer often comes back as data secu-
rity,” says Kevin Coppins, president and
chief executive at Spirion, which pro-
vides data discovery and classification
tools to help companies protect sensi-
tive personal data. “Understanding that
you can have data security without data
privacy is relatively new. Data privacy has
to have a strong cultural element to it.

tive data replicates. It doesn't just live
in a particular database; it lives in every
nook and cranny of your organisation
and is replicated across cloud servers as
fast as the eye can blink. The threat sur-
face has grown exponentially and there
hasn't been the same focus on sensitive
data components as there has been on
building security around the perimeter.”

Approaching data privacy in the right
way requires a culture shift driven from
the very top of the business. Firstly,
there must be a recognition that the
true victim of a data breach is not the
company; it’sthe person whoserecords
were stolen. Breaches can be person-
ally devastating, so the anonymising of

Cost of data breaches

Prevalence of data breaches

on average is lost in a data breach.
More than half of IT professionals think
that senior and C-level executives
should lose their jobs if a data breach
is serious enough

IBM, Cost of a Data Breach Report, 2019

increase in the number of US data breaches tracked
in 2019 (1,473) compared with the total number of
breaches in 2018 (1,257)

Identity Theft Resource Center®

of IT practitioners report that someone in their
organisation has had a laptop lost or stolen
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of which said it resulted in data breach

Protecting data

Techspective

Public perceptions

of people worldwide will have their personal

information covered under modern privacy

regulations by 2023, up from 10 per cent today

Gartner, Predicts for future of privacy

of adults report that they believe
their data is more secure today than it
was in the past

Pew Research Centre, 2019

victims of data breaches is something
that needs to end and the personalisa-
tion of breaches needs to begin.

Secondly, C-suite leaders need to
shoulder not only the financial respon-
sibility of any data breach, but also the
resulting reputational damage and loss
of customer trust. That trust, once lost,
is very difficult to regain and, if cus-
tomers are no longer granting access
to their data, companies will soon lose
their competitive edge. Reputational
damage has a far longer-lasting effect
than the financial cost of a breach.

“"Getting an organisation to under-
stand and personalise data privacy
is the responsibility of the C-suite
because that's who drives culture,”
says Coppins. "It needs to be personal.
It is the person in the office cube next
to you and their kids whose information
was stolen, and they will be impacted
for the rest of their lives. It isn't just a
process or a technology; it's a culture
of respecting this concept of privacy
and understanding digital privacy is the
same as personal privacy.

“At Spirion, data privacy is part of
who we are, and until C-suite execs
understand the value of reputation and
trust, a culture of data privacy is not
going to purvey through the organisa-
tion and they'll continue to treat any
data as any data. A lot of responsibility
lives there and it's much more impor-
tant than setting out a policy or buying
a few different vendor tools to say we
care about privacy. A cultural shift
must happen.”

Spirion’s technology enables organ-
isations to discover and validate the
location of personal information in
their information ecosystem, and then
classify and control it according to the
data protection mandates they're sub-
ject to, such as the CCPA (California
Consumer Privacy Act), GDPR or even
specific contracts. This enables com-
panies to get the big picture of how
data flows through the organisation,
and gain real command and control
over that data.

The company enables organisations
to meet the requirements of new data
protection laws because creating a
data inventory is so fundamental to
compliance. It’s also central to creat-
ing a successful data protection pro-
gramme. In terms of technical security
controls, data classification is founda-
tional to other controls, such as data
loss prevention and next-generation
firewalls to enforce an organisation’s
data protection standards.

“Despite the view that breaches are
always a result of bad actors, much of
the danger to personal data is simply
from organisational insiders who mis-
handle data and expose it to the world,”
says Scott Giordano, vice president and
senior counsel, privacy and compli-
ance, at Spirion.

“Data classification is hugely impor-
tant, not only to identify sensitive data,
but also to help companies build the
right culture. Unless personal data pro-
tection is engrained in the culture, all the
money in the world will not help. The old
saying about culture eating strategy for
breakfast couldn’t be more pertinent.”

For more information please visit
spirion.com
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Managed security
services are a business
no-brainer

Managed security
services providers
can be transformative
for organisations of
all sizes, and become
trusted advisers in
the understanding
and awareness
of emerging
cyberthreats

Davey Winder

hanging business practices and
e advancements in technology have

increased cybersecurity risk expo-
sure for business; that much is a given. But
equally, increased connectivity and mobility,
evermore reliance on the cloud and a culture
of digital transformation have made man-
aged security services a business no-brainer.

Not every business can afford to estab-
lish and run a fully staffed, state-of-the-
art security operations centre (SOC). Yet no
business can afford to be without the pro-
tection that such a sophisticated cyberse-
curity solution provides.

The benefits of outsourcing cybersecu-
rity to a managed security services provider
(MSSP) are best reflected by the mirror of
risk managementin a rapidly evolving busi-
ness environment.

Imagine a typical day in a typical office:
email, expense reports, conference calls, pur-
chase orders and so on. The cloud and mobil-
ity, "two small words that belie enormous
complexity"”, as Don Smith, senior director
of cyber intelligence at MSSP Secureworks
puts it, are extending the enterprise and put-
ting many of these business processes in the
hands of an external provider.

Just the rise of the smartphone as a
business tool has created an "increas-
ingly intangible, amorphous perimeter”,
he says, before asking: "How do you secure
yourself in a world where you don’t control
everything, anything, absolutely?"

Let's consider the biggest security chal-
lenges that are increasing risk exposure for
the average business: the three Cs of cloud,
cyber and compliance. Many organisations
have moved to the cloud so quickly that
their security hasn’t kept up. The increasing
number of cyberattacks and data breaches
reveals that criminal organisations are
aware of this. Plus, there's compliance.

"Just being compliant is no longer
enough," warns Kevin Brown, managing
director of BT Security. "Customers face
increasingly stringent rules which differ
between geographies, and seek support
to understand their current exposure and
help remedy issues." The latter is becom-
ing increasingly important even to smaller
organisations, especially those with cli-
ents in a highly regulated industry and
who need to be able to demonstrate their
cybersecurity credentials to do business
with them.

You need to look beyond practices and
technology when it comes to the primary
factors that are impacting risk exposure,
according to Charl van der Walt, chief secu-
rity strategy officer at SecureData, who
argues the important drivers are funda-
mental and systemic.

He cites criminal innovation, the lev-
els of state-sponsored investment in com-
puter hacking developments, growing influ-
ence of security regulations and decades
of large-scale, accumulated supply-chain
risk and technical debt. "Together these
systemic factors create an environment of
chaos and unpredictability, in which cyber-
attack, compromise and ultimately breach
are inevitable,” says van der Walt. This is
where the benefits of outsourcing cyberse-
curity come in.

Both smaller organisations with little or no
current cybersecurity capability and larger
enterprises are a good fit for a MSSP. The
larger enterprise can address the challenges
of scale and volume, helping their internal
security teams "to be more efficient with-
out the need to increase headcount or over-
work employees”, according to Eoin Keary,
co-founder and chief executive of edgescan.

For smaller organisations without a ded-

icated IT team, let alone a dedicated secu-
rity team, there's an obvious benefit in out-
sourcing cybersecurity. But even those in
the middle ground, with an existing secu-
rity team, will find it helpful as a "means of
staying on top of the key emerging threats”,

Simon Strutt, head of con-
sulting and pre-sales at Sys-
Group, says "as this can be
challenging when there are many

@ other areas of strategic focus”.

So, what are the economic and efficiency
benefits of a MSSP over having an in-house
SOC? Outsourcing security to a MSSP ena-
bles organisations to benefit from the
expertise, threat intelligence and capabil-
ities of larger security firms dedicated to
the task.

"Partnering with an MSSP should lead to
a significant reduction in the time it takes
to detect and mitigate threats," BT’s Brown
insists, "for example, where their MSSP is
using big data techniques and visual ana-
lytics to automate security processes and
increase the productivity of security teams."

And, as Matt Gyde, chief executive
at NTT Security, points out, this means
in-house security teams can "focus on rev-
enue-generation activities that are more
aligned to the business”.

Accordingly, return on investment can
be almost immediate. It's a matter of econ-
omies of scale, with MSSPs being able to
invest in tooling and threat intelligence
capabilities that would otherwise be out of
reach to all but the biggest enterprise.

"At scale, knowledge from multiple cus-
tomers can help with both understanding
and awareness of emerging threats," Smith
at Secureworks explains. If a MSSP sees a
threat that is impacting a single customer,
it will be investigated and all other custom-
ers will then get protection from it as well.
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Partnering with an MSSP
should lead to a significant
reduction in the time

it takes to detect and
mitigate threats

"If you choose to work with partners on
things that are not core to your business,
such as email or human resources systems,
why wouldn't you also work with a partner
on something as specialised as security
operations?” Smith asks.

Which doesn't mean you can outsource
risk or responsibility. Your data remains
your data, as does the legal and moral
responsibility for protecting it.

"You need to retain the strategic think-
ing around security and have people in your
business who understand how cybersecurity
interacts with business risk," Adrian Taylor,
chief technology officer at ITC Secure warns.
"You can then set your MSSP to work deliver-
ing against the standards you have defined
and hold them to account."

In other words, if you have existing tech-
nical people doing the work of the MSSP,
keep them and make their role more strate-
gic. After all, you need to know your MSSP
is doing the job correctly. “Remember that
it’s your business, which only you can fully
understand in context," Taylor adds, "and
even if you use an MSSP you will need peo-
ple to do that."

While a MSSP can deliver on the National
Cyber Security Centre’s Cyber Security
Essentials scheme at a reasonable cost,
the relationship should be that of a trusted
adviser to the business with the under-
standing of preparing a one, three or maybe
five-year technology plan.

As Ian Thornton-Trump, chief informa-
tion security officer at Cyjax, concludes:
"Improving customer security through con-
trols and a technological roadmap is truly
the win-win cybersecurity scenario every-
one isin need of.” ®

OUTSOURCED CYBER OPERATIONS

Percentage of operations outsourced to external provider, according to CISOs from large companies
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CORONAVIRUS

Cashing in on
coronavirus in
the WFH era

With the whole nation working from
home, cyber hackers are looking to exploit
vulnerabilities in an attempt to steal

valuable information
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Oliver Pickup

hink very carefully before clicking

o on a tempting link purporting to be
from the World Health Organiza-

tion (WHO), or similar, with positive informa-
tion about the cure for COVID-19. Chances are
it’ll be a hacker preying on your understanda-
ble anxiety about the coronavirus pandemic.

In haste to uncover the supposed good
news you could inadvertently reveal per-
sonal and professional secrets. Indeed, in
these strange times, when it comes to cyber-
security, it’s worth stopping and asking
yourself: “WHO - can you trust?”

As millions of us scramble to make sense
of this black swan event, and home-work-
ing becomes the new normal, criminals
are seeking to capitalise on the widespread
panic — and succeeding, alas. New coronavi-
rus-themed phishing scams are leveraging
fear, hooking vulnerable people and taking
advantage of workplace disruption.

Data from artificial intelligence endpoint
security platform SentinelOne shows that
from February 23 to March 16 there was an
upward trend of attempted attacks with peaks
at 145 threats per 1,000 endpoints, compared
to 30 or 37 at the start of that period.

“The most effective phishing attacks play
on emotions and concerns, and that cou-
pled with the thirst for urgent information
around coronavirus makes these messages

hard to resist,” says Luke Vile, a cyberse-
curity expert at PA Consulting. “Societally,
we’ve never experienced this situation
before, so all rules are off in terms of how
people behave. While there is an intense
urge to react to good news, it is risky.”

In the UK alone, victims lost over
£800,000 to coronavirus scams in Febru-
ary, reports the National Fraud Intelligence
Bureau. One unlucky person in particular
was left £15,000 lighter after buying face
masks that never arrived. Who would confi-
dently guess at the March figure?

Banking trojan malware is masquerad-
ing as a WHO-developed mobile application
helping individuals recover, or virtual pri-
vate network (VPN) installers. And consider
that Check Point research shows some 4,000
COVID-19 domains have been registered this
year, many likely fronts for cybercrime.

“So-called ‘scareware’ will only ramp up
as uncertainty rises and online searches
increase as people seek information about the
outbreak and solutions,” predicts Terry Greer-
King, vice president of Europe, Middle East
and Africa at California-headquartered cyber
organisation SonicWall. “In 2019, malware
and ransomware took a fall, 6 per cent and 9
per cent respectively. Now they are coming
back because of the global health crisis.”

Proofpoint senior director Sherrod
DeGrippo notes that cybercriminals have
“sent waves of emails that have ranged from
a dozen to over 200,000 at a time”, and the
number of campaignsis “trending upwards”.
He says: “The COVID-19 lures we’ve observed
are truly social engineering at scale.

“They know people are looking for safety
information and are more likely to click on
potentially malicious links or download
attachments. Approximately 70 per cent
of the emails Proofpoint’s threat team has
uncovered deliver malware and a further 30
percentaimtostealthevictim’scredentials.”

Dave Waterson, chief executive of Sen-
tryBay, a UK-based company specialising
in software to protect applications and end-
points, notes that COVID-19-infected bod-
ily fluids are selling for just $1,000 (£850) on
the Dark Web. He forecasts that cyberattacks
will rise by “up to 40 per cent” during the
coronavirus pandemic.

Asworking from home becomes more pre-
dominant he warns: “It is down to organ-
isations to ensure any endpoint that an
employee is using is fully protected. And as
the Absolute 2019 Global Endpoint Security
Trend Report showed, 42 per cent of end-
points are unprotected at any given time.”

Worryingly, Apricorn research published
last year found that one third of IT deci-
sion-makers admitted their organisations
hadsuffered adatabreachasaresultofremote
working. Further, 50 per cent were unable
to guarantee that their data was adequately
secured when being used by remote workers.

Thesurgeinvirtual conferencingand other
collaboration tools could expose more vul-
nerabilities for hackers to exploit. “Compa-
nies quickly adopting consumer-grade video
conferencing can make it easy for an attacker
to pretend to be a member of staff,” points
out Elliott Thompson, principal cybersecu-
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rity consultant at SureCloud. “The industry is
going to have to be dynamic and responsive
on this front — as we always try to be.”

What, then, can businesses and their work-
ers do to shore up their cybersecurity? The
government’s National Cyber Security Centre
published a home-working guide earlier this
week that offers tips for organisations intro-
ducing home-working as well as highlighting
the telltale signs of phishing emails.

Robert Krug, the network security archi-
tect for antivirus software giant Avast, offers
more evocative advice. “Computer viruses can

spread just as easily as human viruses,” he
says. “Just as you would avoid touching objects
and surfaces that are not clean, so should you
avoid opening emails from unknown parties
or visiting untrusted websites.

“In short, the same steps that one takes to
ensuretheydon’t get sick should be translated
into steps that keep devices and networks
secure. You may use hand sanitiser to remove
germs from your hands, and you should have
an effective antivirus solution to keep germs
off your computers and networks.”

You have been warned. ®

Expert cybersecurity tips
for home-working

Embrace quick and inexpensive wins
“Enable multi-factor authentication
wherever possible, adding another layer of
security to any apps you use,” says Jeremy
Hendy, head of Skurio. "Additionally, a
password manager can help avoid risky
behaviour such as saving or sharing
credentials. Both types of products offer
cost-effective solutions for organisations.”

Go private

Roy Reynolds, technical director at Vodat
International, says: “Having a VPN solution,
which sits on the PC, laptop, or mobile
device and creates an encrypted network
connection, should be encouraged. A VPN
makes it safe for the worker to access IT
resources within the organisation and
elsewhere on the internet.”

Update cybersecurity for home-working
“Does your current cybersecurity policy
include remote workinge” asks Zeki Turedi,
technology strategist at CrowdStrike.
“Ensure the policy is adequate as your

organisation transitions to having more
people outside the office. They need

to include remote-working access
management, the use of personal devices,
and updated data privacy considerations
for employee access to documents and
other information.”

Only use work devices

“"Communicate with colleagues using

IT equipment provided by employers,”
warns Luke Vile of PA Consulting. "There
is often a range of software installed in
the background of company IT that keeps
people secure. If a security incident took
place on an employee’s personal device,
the organisation - and the employee -
may not be fully protected.”

Tighten up network access

Daniel Milnes, an information lawyer at
Forbes Solicitors, says: *"Without the
right security, personal devices used

to access work networks can leave
businesses vulnerable to hacking. If
information is leaked or breached
through a personal device, the company
will be deemed liable.”

Commercial feature

Coronavirus tests security
systems and policies

James Arthur, partner and head of cyber consulting at Grant Thornton,
shares tips for cyber-resilience as an unprecedented volume of UK
employees work from home during the COVID-19 outbreak

Q How is the COVID-19 outbreak
affecting companies from a cyberse-
curity perspective?

Many organisations haven't really
adopted agile or remote working before,
but are now effectively being forced to tell
employees to work from home. One of the big
risk factors, especially when companies share
data with external parties, is the security of
end-devices. If a device is within your corpo-
rate policy, it hopefully has the basics such as
patching, anti-virus, monitoring and a secure
VPN already configured. But if staff or suppli-
ers are connecting from a third-party device,
including personal computers, they are much
less likely to have the same protections. This
can open companies up to the same range
of threats as home users, such as unsecured
wifi and routers that haven't had their default
passwords changed. By doing so, companies
are increasing their potential attack surface
and are increasingly vulnerable to the kinds
of opportunistic cybercriminals who look for
easy targets.

A

Q How important is it that organisa-
tions consider cybersecurity a core
business risk, rather than just some-
thing IT is worrying about?

We've been saying for some time now
that businesses should always think of
cyber as a core business risk, not just some-
thing for IT to worry about. Our own research
found that three out of four mid-market
firms have suffered some kind of cyberattack
in 2019, and that was prior to COVID-19. The
board must view cybersecurity as an ongo-
ing risk and be aware that 80 per cent of all
known threats can be fixed with basic cyber
hygiene. This isn't about telling companies
they need to spend millions on expensive
software. People tend to be the soft under-
belly of organisations, so it’s simply about
making sure those who are working remotely
have sensible, pragmatic and proportional
controls in place and are aware of the threat.

A

What is your advice to companies in
terms of what controls should be?
The natural response will often just
be to make sure everything is availa-
ble remotely, but blanket access could have
damaging consequences. On the flip side,
trying to lock down access to everything is
not the right approach because employ-
ees still need to be productive and many
will find ways around it anyway. Instead,
companies must think carefully about what
access they really need to provide and how
they’re monitoring that. They also need
to ensure they have an incident response
planin place. The cyberthreat level is likely
to increase further before it returns to
normal, but if you have a strong incident
response plan that can work remotely then
you're in a much stronger position.

Q

A

Q Beyond these physical controls and
systems, how can organisations ensure
staff are aware of the right things to do
while working from home?

Awareness is vital. The entry point to
many attacks or breaches is staff simply
not paying attention to a password policy, not
patching their systems or falling for various
phishing emails. We're seeing a big increase in
cybercriminals enticing people to open links
posing as important information relating to
COVID-19, so it's important they know how to
spot them. A lot of this must come from top-
down leadership and impactful messaging.
You have to find ways to efficiently commu-
nicate with and engage your staff, and make
sure people are leading by example. It may be
that a short phone call from seniors or team
leaders is much more effective than emails
that are going to be ignored.

A

How is Grant Thornton helping compa-

Q
nies deal with cybersecurity through
this challenging period?

A We're absolutely advising prudence,

not panic, and we're able to support

James Arthur
Partner and head of cyber consulting
Grant Thorton

companies both proactively and reactively.
Proactively, we help them understand their
risk and identify pragmatic and propor-
tionate steps to reduce this. On the reac-
tive side, we have a large incident response
team to help people who think they may
have been hacked. The key is quickly
understanding if there has been a real
compromise and, if so, what data has been
affected. Our experienced investigators
use forensic techniques to tell you exactly
what has been touched. However, it’s most
important to reiterate that COVID-19 is not
the first major risk businesses have faced
and it won't be the last. This just reinforces
the importance that cyber is aligned to
core business resilience at all times.

For more information please visit
grantthornton.co.uk/services/risk/
cyber-advisory
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Five cyberthreats
on the horizon

Cybersecurity is an ever-changing game requiring information
security professionals to keep abreast of the evolving threat
landscape. Here are five emerging risks to keep an eye on

Davey Winder

Deepfakes

Deepfakes combine existing video images
along with whatever the creator of this artifi-
cial intelligence-driven synthesis wants the
person to be saying. These are likely to be
used against banks, according to Tim Dunn,
commercial director at ValidSoft. "As deep-
fake technology evolves, it will represent an
advanced method of social engineering," he
says. “The widespread use of web and app-
based video channels will provide the oppor-
tunity for advanced deepfakes to fool both
agents and Al bots alike." It seems the best
bet when it comes to future mitigation will
be biometric voice synthesis detection that
can identify the fakes.

Counter-incident response

Staying inside the target network is key to a
successful cyberattack; the longer they are in,
the more they can get out. Counter-incident
response does what it says on the tin: it turns
off antivirus, firewalls, anything that might
trigger detection. "The longer they have to
achieve their goal, be that lateral movement,
island hopping further up the supply chain or
datacollection, the better chance they have of
success,” says Rick McElroy, head of security
strategy at Carbon Black. Mitigation will have
to include machine-learning-powered tech-
nology to filter the noise in incident reporting
so security analysts can respond to the real
events as quickly as possible.

Automated attack methodology
Just as security operations centres are start-
ing to apply intelligent automated incident
response filtering, so criminals are finding
that automated attack methodology works
well on their side of the security fence.
"Automated, active attacks are escalating
and causing massive damage to organisa-
tions that have been targeted," says Ches-
ter Wisniewski, principal research scien-
tist at Sophos. They begin with automated
mass reconnaissance scans and basic mal-
ware infections, with human involvement
coming later to see what's been caught in
the net. "These are essentially criminal
penetration tests," Wisniewski warns. Mit-
igation? Keeping your cybersecurity emer-
gency basics in place.

Big game hunting

Rather than adopt a scattergun approach
of automated malware infection, big game
hunters take their time to target key organ-
isations for the best return. The weapon
of choice is ransomware, which employs
well-tested and human-powered reconnais-
sance, delivery and lateral-movement tac-
tics, techniques and procedures. "The wider
e-crime network has been seen to be lever-
aging this approach more widely," explains
Zeki Turedi, technology strategist at Crowd-
Strike. "As a highly devastating yet effec-
tive tactic, we can only see this continuing."
Mitigation requires proactive monitoring
for indicators of attack by capturing all raw
events to detect malicious activity not iden-
tified by traditional prevention methods.

Disinformation

Disinformation is the deliberate act of pro-
viding and spreading inaccurate informa-
tion with the aim of manipulating percep-
tions and influencing decisions be they
political or business in nature. "Lies are a
fact of life," says Rodney Joffe, former cyber-
security adviser to the White House and cur-
rently senior vice president and fellow at
Neustar. "But the Internet has enabled this
to occur at scale with close to 100 per cent
reach." Lack of jurisdiction and absence of
physical validation makes it almost impos-
sible to tell truth from lies. "The best we can
do is continually develop methods of vali-
dation and authentication, and ensure this
is part of every process, both commercially
and personally,” Joffe concludes.
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‘The need and ability to manage
risk does not cease at an
organisation's boundaries in this
increasingly connected world’

ecurity breaches hit the head-

e lines far too frequently. This
makes cybersecurity a priority

for organisations worldwide, with global
spending expected to swell to $157 bil-
lion in 2023, up from $60 billion in 2019.
Add into this that the worldwide
installed base of internet of things
devices is set to total nearly 35 billion
units this year, representing 35 billion
chances for hackers to compromise
security. In the rush to bring new mobile
products and services to market, secu-
rity and privacy were at best an add-on

to development and at worst ignored
completely. The cybersecurity headache
for executives gets even bigger.

Even though enterprise boards are
more than aware of the need for a strong
cybersecurity posture, just 11 per cent of
organisations have fully implemented a
proactive approach to cybersecurity and
digital risk, according to a survey con-
ducted by Omdia. Luckily, this situation
is changing for the better.

Organisations recognise that han-
dling new risks is a consequence of
expanding digitalisation. The need and

ability to manage risk does not cease
at an organisation's boundaries in this

$157bn

estimated global spending on

billion in 2019

cybersecurity in 2023, up from $60

increasingly connected world. For dig-
ital risk, adversarial and accidental
threats are grouped together to become
the focus of consideration; examples
include organised criminal groups,
nation states, malicious insiders and
accidental insiders. In this context,
an "insider" is anyone with access to
organisational systems that an outsider
would not have.

35bn

estimated global spending on

billion in 2019

cybersecurity in 2023, up from $60

Regulation has played a big role in
effecting change. The European Union’s
General Data Protection Regulation,
the California Consumer Privacy Act
and dozens of other pieces of legisla-
tion around the globe have driven data
protection up the list of importance.
In turn, regulations have raised stand-
ards and visibility among company
decision-makers, backed up by impos-

11

of organisations have fully

to cybersecurity and digital risk

implemented a proactive approach

ing sanctions on companies that suf-
fer security breaches by failing to take
cybersecurity seriously enough.

On the consumer side, there is also
growing security awareness. This
doesn’t necessarily mean consumers are
practising security-positive behaviour,
but it does mean they are more attuned
to security incidents and breaches when

they hit the headlines. Opportunistic
litigators are launching claims against
companies. With this increasing con-
sumer awareness, enterprises that have
suffered breaches can incur reputational
damage, lose customers, receive reg-
ulatory fines, face legal action and see
a temporary or longer-term impact on
share price.

Enterprises must continue to pursue
digital transformation projects with
the objective of improving the prod-
ucts and services they provide to cus-
tomers. However, such projects must
go hand in hand with assessing the
associated risks and deciding between
acceptance, mitigation and transfer-
ence of the identified risks.

Security technology vendors and
service providers have some highly
sophisticated capabilities in their arse-
nal. But presenting these capabilities as
all-encompassing would be a mistake.
Instead, enterprises want to know how
a security product or service improves
their security posture as part of the
overall security controls deployed by
the organisation. @

Maxine Holt
Research director, cybersecurity
Omdia

Commercial feature

secure digital®
transformatic

Across major enterprises, technological change provides the opportunity
to evolve, but it also introduces the unknown. Companies can embrace
this through understanding and managing their cyber risk

igital transformation is a regular
business reality. Where market
forces and changes in business

models used to evolve over decades, now
companies must continually address what
they do and how they operate to remain
competitive. This requires organisations to
innovate and embrace new technologies
and ways of working.

The risks and challenges that come with
digital transformation must not be over-
looked. Many large organisations still have
legacy systems that are decades old, which
means changing and, importantly, securing
them is no trivial effort.

Augmenting these proven capabilities with
market-leading businesses tools, such as
advanced analytics, automation and artificial
intelligence, can introduce significant risks that
companies are not prepared for. Many indus-
tries have seen complete disruption in the way
they operate and in their level of technology reli-
ance, with the pace of change set to continue.

The prospect of managing this change
and tackling new and unknown threats can
cause some risk-adverse companies to defer
from embracing technology transforma-
tion altogether. According to Cybersecurity

Ventures, cybercrime damages will cost the
world $6 trillion annually by 2021, up from $3
trillion in 2015.

While such caution may limit their exposure
to cyber threats in the short term, the long-
term damage from having failed to adapt the
business for the digital age could potentially
prove fatal. Companies must undoubtedly
transform, but learn do so in a secure way.

Managing cyber risk

“"Nothing quite vaporises enterprise value
as quickly as acyberincident,” says Richard
Hanlon, chief commercial officer, Europe,
Middle East and Africa (EMEA), at Aon's
Cyber Solutions. "As companies go through
these transformations, greater cyber resil-
ience isn't going to be achieved solely
through technology, governance or com-
pliance. They have to look at it as an itera-
tive process with no straight line or singular
approach and adopt a holistic view to cyber
risk management.

“Many organisations, of course, want to
insure the risk to get it off their balance sheet,
but don’t take a step back to ensure they've
adequately assessed their risks, vulnerabilities
and put appropriate programmes in place.

“This is a process issue and data becomes
key. A more holistic approach recognises
there is a valuable data ecosystem available
within the various assessments, risk quantifi-
cations and responses to cyber incidents. The
more organisations leverage those insights
to dynamically assess the threat and, impor-
tantly, do something about it, the more cyber
resilient they become.”

Cyber risks are inescapable. No organisation
will ever be able to eradicate cyber threats or
remove the risk of reputational damage should
an incident occur. For those organisations that
recognise increasing their security is part of an
ongoing and iterative process, management of
this risk does become achievable.

Aon partners with companies through-
out this journey and can engage at any
given touch point, whether that is assess-
ment, quantification, insurance or incident
response. This works best when companies
are active participants in managing risk and
engaged in a greater ecosystem of continu-
ous review, improvement and investment in
cyber risk management. Aon refer to this as
the "Cyber Loop”.

Given this rate of change and the scale of
increased threat, many organisations are

unsure of whether they are doing enough, too
much or taking the wrong approach entirely.
Clearly, tackling this challenge is unique to
each environment, but every company must
first accept the risk exists and that it cannot
be dealt with through any single measure.

Once organisations have gained an under-
standing of their cyber risk, they can start to
manage it. This is achieved through building
a robust cybersecurity programme, which
includes developing the right polices and
processes, deploying the right tools and
aligning all the capabilities that form part of
their efforts to protect against the risk.

Utilising technology

"It is hugely advantageous to utilise advanced
tools, technigues and monitoring capa-
bilities,” says Kraig Rutland, vice presi-
dent, EMEA, Cyber Security, at Aon's Cyber
Solutions. "Having said that, many organisa-
tions make considerable investments, but
struggle to align them to their actual risks,
which is where we are often engaged.

“In one use-case, we may work with a busi-
ness to understand exactly what they should
be monitoring and how they should be moni-
toring it, helping them use their existing tech-
nologies in a way that provides direct visibility
of systems posing the highest risk.”

This is not just about monitoring, but how
change is delivered. Another example of
how Aon works with companies is by sup-
porting their cloud adoption. Organisations
are keen to embrace the benefits of cloud

infrastructure, but often cautious to migrate
critical systems due to the associated cyber
risks. Aon helps them to understand those
risks and then make the necessary change
through managing them accordingly.

“Developing these processes and config-
uring all these technologies can be difficult,
but it all comes down to ensuring your pro-
cesses, technologies, systems and teams are
actively helping you gain visibility or reducing
the key cyber risks faced by your business,”
says Hanlon. "There is still a need for a much
deeper understanding of what the worst-
case scenarios are in terms of the financial
impacts due to cyber threats and in under-
standing cybersecurity is not an IT risk, but
an enterprise risk.

Rutland adds: “If you're midway through a dig-
ital transformation, your business and IT envi-
ronment are likely to be experiencing constant
and rapid change that’s hard to keep on top of.

“Through good practices, many organisa-
tions will have tools and processes in place,
but they may not be making the most of them
and getting the right business insight and
reporting to support their operating model.
This is particularly true when it comes to inci-
dents. It is one thing being alerted to an inci-
dent; it's another having the right processes
and procedures to handle that incident effec-
tively. We help refine these processes and
improve existing security investments to help
tackle cyber risk.”

Human element

Culture can be the most important ele-
ment of a successful cybersecurity strategy.
A company’s biggest strength is also often its
greatest weakness: people. Cybercriminals
won’t stop to get what they need, including
targeting employees to gain access, data or
otherwise. A key way to combat this is aware-
ness, which must spread through an entire
organisation and start at the top. If C-suite
leaders don’t understand they are ultimately
responsible for all risk-management efforts,
there’s a problem.

This is important when safeguarding
not just their operational responsibilities,
but also themselves. According to Verizon
research, C-level executives are twelve
times more likely to be pursued by cyber-
criminals and nine times more likely to be
victimised, typically by social engineer-
ing techniques, for influence, reputational
damage, access to data or 71 per cent of the
time for financial reward.

“The culture has to permeate out of the
boardroom to the C-suite and then trickle
down,” says Hanlon. “Yet too often we are
called in by chief information security officers
(CISOs) because senior colleagues are not fully
appreciating that cyber awareness needs to
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be deeply embedded into organisational cul-
ture. Active engagement, support and spon-
sorship from the most senior levels within a
business are critical to tackling the cyber risks
and unlocking the necessary culture required
to enable secure technological change.”

As businesses navigate ongoing digital
transformation, assessing, understanding and
managing cyber risk requires a wide range of
competencies. Aon leverages a combination
of experiences comprising technical acumen,
analytics and business risk to support cyber-
security and risk-management objectives,
enabling secure transformation.

For more information please visit
www.aon.com/cyber-solutions



https://www.aon.com/cyber-solutions



